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Abstract: In the execution of consensus algorithms in multi-agent systems (MAS), frequent information exchange and
sharing among individuals are required, which poses significant risks to the privacy and security of individual information
in the network. This paper introduces the concept definition of privacy-preserving in MAS consensus problems, provides
corresponding problem descriptions, comprehensively reviews the existing works of privacy protection technologies for
MAS consensus in a systematic manner. Based on the classification of methods, the existing technologies are divided
into three categories: methods based on noise injection, methods based on cryptography, and methods based on state
decomposition. Design strategies for practical applications in different domains are discussed, and the development trends
of existing technologies are analyzed. The unresolved issues in privacy-preserving design and future directions are also
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Table 1 Characteristics of various privacy preservation methods
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Fig. 1 The control process of noise injection
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